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3.1 INTRODUCTION

Complex dynamical systems are often characterized by a large number of nonlinearly
interacting elements, giving rise to emergent properties that transcend the principle of
linear superposition. In particular within the biologicalsciences, one of the primary
challenges is to investigate how the collective behavior ofcells, tissues or organisms
can be understood in terms of the properties of their molecular constituents.
To investigate this intricate connectivity of cellular systems, the analysis of complex
networks has become an important part of molecular biology.A large number of
biological phenomena and processes can be translated into the abstract concept of a
complex network, making biological problems mathematically tractable. Prominent
examples include the representation of transcriptional regulation as a network, where
vertices represent genes or proteins and edges represent regulatory interactions, as
well as cellular metabolism, where vertices represent metabolites and edges represent
biochemical interconversions. However, beyond these rather straightforward exam-
ples, more abstract processes can sometimes also be translated into the language of
complex networks. For example, different configurational states of a protein may be
represented as vertices, with edges indicating transitions between them.
Once a biological process or phenomenon is represented by a network, the tools
of complex network theory allow for a systematic characterization of its structural
properties. The analysis of network topology then seeks to uncover the functional
organization, the underlying design principles and unknown organizing principles
of cellular systems. Indeed, as realized only rather recently, many empirically de-
rived complex networks, ranging from technological and sociological to biological
examples, share common topological features. The organizing principles of empiri-
cal networks often reflect crucial system properties, such as robustness, redundancy
or other functional interdependencies between network elements. A quantitative
analysis of the large-scale characteristics of complex networks thus contributes to a
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Fig. 3.1 The substrate graphGS of the S. cerevisiaemetabolic network [23], consisting
of NV = 810 vertices (metabolites) andNE = 3419 edges. Directional information is
omitted.Left: A visualization of the substrate graph using the freely available software package
Pajek [9]. Right: A visualization of the adjacency matrix, with vertices (metabolites) ranked
according to their degree. Each dot indicates whether the corresponding vertices (metabolites)
are connected by an edge. The figures are adapted from [61].

better understanding of the organization of cellular functions and has already made
significant impact on our current view of molecular biology.
While not aiming at a comprehensive review, this chapter seeks to summarize and
describe several basic measures and characteristics of network topology. The chap-
ter is organized as follows: The main emphasis is placed on anoverview of basic
measures and indices that characterize the topology of networks, given within Sec-
tion 3.2. In Section 3.3, several basic prototype models of complex networks are
discussed. The subsequent Section 3.4 is devoted to a brief outline of global fea-
tures of complex networks, such as hierarchies, modularity, attack tolerance and
robustness. Finally, Section 3.5 provides notes on the statistical testing of network
properties and describes several known pitfalls and possible misinterpretations in the
statistical analysis of network properties. The working example throughout this chap-
ter is a reconstructed version of theS. cerevisiaemetabolic network [23], consisting
of 810 metabolites and843 reactions. The original bipartite graph was collapsed,
such that two metabolites are connected if they participatein a common reaction. A
graphical representation is shown in Fig. 3.1.

3.2 GLOBAL PROPERTIES OF COMPLEX NETWORKS

Following the nomenclature of Chapter 2, a network is formally represented by
a graph G = (V, E), consisting of a setV of NV verticesand a setE of NE

edges. We distinguish betweenundirected graphs, whose vertices are connected by
edges without any directional information anddirected graphs(digraphs), whose
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Fig. 3.2 Representations of complex networks.a) A directed network, consisting ofNV = 7
vertices andNE = 13 directed edges.b) The adjacency matrixA of the network.c) The set
of adjacency lists, specifying to which other vertices eachvertex connects.d) The distance
matrix D with elementsdij . Note that the distances are not symmetric and may be infinite,
indicating that not all vertices can be reached from all other vertices.e) The input degreekin

i

and output degreekout

i of each vertex.

edges posses directional information. Additionally, inweighted graphs, each edge
(directed or undirected) is associated with a scalar value,quantifying a possible
interaction strength, a cost, or a flow on the respective edge.
In most cases, a network is represented by itsadjacency matrixA, with entries
Aij = 1 indicating that there exists an edge between vertexni andnj , andAij = 0
otherwise. For undirected networks, the adjacency matrix is symmetricAij = Aji.
For weighted networks, the elements of the adjacency matrixare replaced by non-
binary scalar values.
However, in particular forsparse networks, i.e. networks where the number of edges
is much smaller than the number of possible edgesNE ≪ N2

V , the adjacency matrix
becomes computationally inefficient in terms of memory allocation. Alternatively,
the network can be specified by a set ofadjacency lists, consisting ofNV lists that
enumerate to which other vertices each vertex connects, seealso Chapter 2. The
adjacency matrix, as well as the adjacency lists, have theirunique advantages and
disadvantages in terms of computational efficiency. A schematic example of both
representations is given in Fig. 3.2.
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3.2.1 Distance, Average Pathlength and Diameter

In a network consisting ofNV vertices, thedistancedij between any two vertices
ni andnj is given by the length of theshortest pathbetween the vertices, i.e., the
minimal number of edges that need to be transversed to travelfrom vertexni to
nj . The shortest path between two vertices does not have to be unique, often there
exist several alternative paths with identical pathlength. For directed networks, the
distance between two verticesni to nj is usually not symmetricdij 6= dji. Likewise,
for directed, as well asdisconnected networks, i.e., networks consisting of two or
more isolated components, there might not always be a path that connects vertexni

tonj . In such a case, the distance between the respective vertices is infinitedij = ∞.
See Fig. 3.2 for examples.
Thediameterdm = max(dij) of a network is defined as the maximal distance of any
pair of vertices. Theaverageor characteristicpathlengthd = 〈dij〉 of a network is
defined as the average distance between all pairs of vertices. In the case of infinite
distances, the average inverse pathlengthdeff = 〈1/dij〉, also referred to asefficiency,
can be used to specify the average pathlength within the network. In this case, a fully
connected networkdij = 1 ∀i, j has an efficiencydeff = 1, whereas large distances
and disconnected components (using the limit1/dij = 0 for dij = ∞) reduce the
efficiency of the network.
The situation is slightly less straightforward if weightednetworks are considered.
Then, we are faced with the possibility to take additional information into account.
For example, within a network of train connections, the shortest pathlength (distance)
between two stations can be defined according to physical distances, or, taking travel
time into account, by the total time needed to travel from onestation to another.
Furthermore, the fastest connection must not always be the cheapest, thus we might
wish to define the distance between two stations according tothe amount of money
needed to travel from one station to another. In either case,the term distance between
vertices can be generalized to accommodate additional scalar information, given by
a weight factorthat is associated with each edge.
Computationally, the estimation of the distance between two vertices is not trivial.
Within the extensive literature on the shortest paths problem, the most common
choices are theDijkstra and theFloyd-Warshallalgorithm [6]. The Dijkstra algo-
rithm returns the lowest cost path between a source vertexni and all other vertices
in the network inO(N2

V ) time. For efficiency reasons, the algorithm return justone
shortest path, enumerating all shortest paths between two vertices is computationally
more tricky and expensive. To calculate the all-to-all distances, the Floyd-Warshall
algorithm is the method of choice. The algorithm returns thedistance matrix in
O(N3

V ). Both algorithms straightforwardly allow to incorporate weighted edges.
Negative weights may induce cycles that reduce the cost of a path each time the cycle
is traversed. In this case, the definition of the ’lowest cost’ path has to be modified.
Note that distances, pathlength and diameter also depend onnetwork size and density
(number of vertices and links) and are therefore no genuine classifiers that straight-
forwardly allow to compare different networks.
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3.2.2 Six Degrees of Separation: Concepts of a Small World

One of the striking properties of almost all empirical networks is that, despite their
huge size of sometimes several millions of vertices, the average pathlength is usually
surprisingly small. For example within cellular metabolism, represented by a net-
work of metabolites (vertices) linked by biochemical reactions (edges), the average
pathlength between two metabolites is only approximatelyd ≈ 3, independent of
the specific organism [22, 33, 71]. A recent study of the World-Wide Web (WWW),
represented by a network of web documents (vertices) that are connected by directed
hyperlinks (URLs), estimated that the average pathlength between any two vertices
is onlyd ≈ 16 [1], extrapolated for a network of 200 million documents.
The termsmall worldnetwork itself originated in the social sciences, reflecting the
assertion that within networks of social acquaintances (orfriendships) all people
(vertices) on the planet are separated from each other by just a small number of inter-
mediate friends or acquaintances (’six degrees of separation’, although the specific
value six must not be taken too literally).
However, strictly speaking, the term small-world is not a genuine network property,
i.e. there is no measure or statistical test that allows to check whether a given specific
empirical network belongs to the class of small world networks. As stated above, the
average distance between vertices also depends on the size of the network: The more
vertices a network has, the more distant the vertices tend tobe. The small-world prop-
erty is thus mainly understood to apply to network models whose average pathlength
d increases slower or equal than the logarithm of the network size d ∼ log NV for
NV → ∞. A further distinction includesultra-smallnetworks [13], whose average
pathlength scales asd ∼ log log NV .

3.2.3 The Degree Distribution

One of the most basic properties of a vertexni is itsdegreeki, defined as the number
of edges adjacent to the vertex. In a network withoutself-loops(edges that connect
a vertex to itself) andmultiple links(two vertices are connected by more than one
edge) the degree equals the number of neighbors of the vertex. In the case of directed
networks, we distinguish between theinput degreekin

i and theoutput degreekout
i .

Taking all vertices of a network into account, we can ask for the probabilityp(k)
that the degree of a randomly chosen vertex equalsk. Thedegree distributionp(k)
has become one of the most prominent characteristics of network topology. One of
the key discoveries that triggered the renewed interest in complex network theory
was that the distributionp(k) of many empirical networks approximately follows a
power lawp(k) ∼ k−γ , whereγ denotes thedegree exponent. In contrast to the
until then prevailing picture, where vertices are connected randomly and each vertex
has approximately the same number of links, many empirical networks are strongly
inhomogeneous: While the vast majority of vertices only posses a small number
of links, a small number of vertices (’hubs’) are highly connected. Examples of
prototypical degree distributions are depicted in Fig. 3.3.
Though being one of the most basics characteristics of network architecture, a statisti-
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Fig. 3.3 Degree distributions of complex networks.a) A lattice-like network. Each vertex
has the same degreek (for periodic boundary conditions or large networks, such that vertices
at the border can be neglected).b) An Erdös-Ŕenyi random network. The degree distribution
is homogeneous, the degrees of the vertices are centered around the average value.c) A
scale-free network. The degree distribution is highly inhomogeneous and follows a power law
of the formp(k) ∼ k−γ , whereγ denotes thedegree exponent. While most vertices only have
a low number of connections, a smaller number of vertices is highly connected.

cally stringent numerical estimation of the degree distribution is far from trivial [25].
In the simplest case,p(k) can be straightforwardlyestimated from an (usually binned)
histogram of degrees. However, for many real networks with strongly inhomogeneous
degree distributions, the simple histogram approach provides insufficient statistics
at high degree vertices and is a notorious source of misinterpretations [25]. More
reliable in terms of numerical estimation is thecumulative degree distributionpc(k),
defined as the probability that a randomly chosen vertex has adegree larger thank.
The cumulative degree distributionpc(k) is a monotonously decreasing function of
k and its estimation requires no binning. For a power-law distributionp(k) ∼ k−γ ,
the cumulative degree distribution is of the formp(k) ∼ k−(γ−1). An exponential
distribution p(k) ∼ exp(−k) corresponds to an invariant cumulative distribution
pc(k) ∼ exp(−k). Computationally even more straightforward is to rank the ver-
tices according to their degree and plot the degree versus the rank of each vertex.
Examples of different representations of the degree distribution are shown in Fig 3.4.
It should be noted that all empirical networks necessarily show deviations from an
strict mathematical degree distribution. In particular for power-law distributions, the
size (number of vertices) of the network puts constraints onthe estimation of the
degree exponent. Highly connected vertices are rare, and their probability is thus
difficult to estimate for small networks. Likewise, the number of vertices with small
degree is restricted by network size. Consequently, the formulap ∼ k−γ often only
applies to an intermediate region of the empirical degree distribution and has to be
adjusted with an exponential cut-off at high degrees. More importantly, as shown
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Fig. 3.4 Different representations of the degree distribution of the metabolite substrate net-
work described in Fig 3.1.a) A binned histogram. Shown is the number of vertices with a
degreek, using a logarithmic binning.b) The cumulative degree distributionpc(k), i.e, the
probability that a vertex has a degree larger or equalk. Note that the cumulative distribu-
tion does not require binning, but is obtained from the (normalized) number of vertices with
degree larger or equalk. c) The rank plot of metabolites, ranked according to their degree
k. A power-law of the formp ∼ k−γr in the rank plot corresponds to a degree exponent
γ = 1 + 1

γr
≈ 2.3 in the original degree distributionp(k) andγc ≈ 1.3 in the cumulative

distribution. The straight lines are not fitted and only serve as a guide to the eye.

in the recent literature, the reported degree exponent of many empirical networks
correlates with network size and thus might not reflect the actual exponent of the
underlying networks [18, 17]. Furthermore, for small degree exponents the variance
of the degree distribution is infinite, thus any empirical sample of vertex degree is no
’typical’ observation.
However, for many biological problem it is often more important to note that the
degree distribution is highly inhomogeneous and long-tailed, as opposed to the ques-
tion whether the degree distribution fits a power-law in a strict statistical sense. For
weighted networks, the concept of degree can also be extended to account for the
weights of the edges by defining thestrengthof a vertex as the sum of the absolute
values of the weights.

3.2.4 Assortative Mixing and Degree Correlations

Despite its importance in the topological characterization of complex networks, the
degree distribution itself does provide only little information about the internal struc-
ture and organization of the network. More interesting is thus to look for correlations
between the degrees of adjacent vertices. A network is called disassortativeif ver-
tices with high degree connect preferentially to vertices with low degree. Vice versa,
a network is calledassortativeif vertices with high degree preferentially also connect
to other vertices with high degree. As pointed out in the recent literature [49], social
networks tend to be assortative, i.e. persons (vertices) with many friends (connec-
tions) tend to be also connected to other persons with many friends, while most
technological and biological networks are disassortative.
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Formally, the degree correlation can be obtained from the joint probability distribution
p(ki, kj) that two connected verticesni andnj have degreeki andkj respectively.
For uncorrelated degrees the joint probability is given by the product of the marginal
degree distributionsp(ki, kj) = p(ki)p(kj) A measure for the deviation from statis-
tical independence is given by themutual information[64, 66].
Unfortunately, a direct numerical estimation ofp(ki, kj) is computationally demand-
ing and often not feasible due to the limited size of the (empirical) network (but see
also [66] for the numerical estimation of probability distributions and a discussion of
finite size effects). More straightforward is thus to consider the Pearson correlation
coefficient between the degree of two adjacent vertices. Thecorrelation coefficient
or assortativity coefficientr lies in the range−1 ≤ r ≤ 1, with r < 0 correspond-
ing to a disassortative network andr > 0 to an assortative network. Note that the
assortativity coefficientr, similar to the usual Pearson correlation, has it limits for
strongly inhomogeneous degree distributions and fails to correctly quantify nonlin-
ear degree correlations, i.e. networks that are assortative for low degree vertices and
disassortative for high degree vertices.
Another popular, and closely related, measure to evaluate degree correlations is
the average neighbor degree[53]. For each vertexni the average degreeki,nn =
1
ki

∑NV

j=1 Aijkj of its neighbors is calculated. Subsequently, these valuesare av-
eraged for all vertices having the same degreek, resulting in the average neighbor
degreeknn(k). See Fig. 3.5 for examples of vertex degree correlations.
To evaluate the degree correlations for weighted and directed networks requires slight
modifications in the respective definitions. In the case of directed networks, two dis-
tinct correlation indices are most interesting: (i) Do the in-degreeskin

i of vertices
correlate with their neighbors out-degreeskout

i , and (ii ) do the out-degreeskout
i

of vertices correlate with their neighbors in-degreeskin
i ? In the case of weighted

networks, the degrees can again be replaced by their weighted counterparts.

3.2.5 The Clustering Coefficient

Another basic measure that accounts for the internal structure of a network is the
clustering coefficientC. The clustering coefficient relates to the local cohesiveness
of a network and measures the probability that two vertices with a common neighbor
are connected. In the case of undirected networks,given a vertexni with ki neighbors,
there existEmax = ki(ki−1)/2 possible edges between the neighbors. The clustering
coefficientCi of the vertexni is then given as the ratio of the actual number of edges
Ei between the neighbors to the maximal numberEmax,

Ci =
2Ei

ki(ki − 1)
. (3.1)

See Fig. 3.6 for a schematic example. Note that, strictly speaking, the clustering
coefficientCi is not a property of the vertexni itself, but rather a property of its
neighbors. The global or mean clustering coefficientC = 〈Ci〉 of the network is the
average cluster coefficient of all vertices.
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Fig. 3.5 Vertex degree correlation in the substrate graph.Left: The average neighbor de-
greeki,nn of each vertexni, plotted versus the degreeki. The solid line gives the (binned)
average over all vertices with the same degreek. For large degrees a weak negative corre-
lation is observed.Right: The clustering coefficientCi of each vertex versus the degreeki.
Highly connected vertices exhibit a low clustering coefficient, i.e., highly connected vertices
preferentially connect to vertices that are not mutually connected, indicating a hierarchical
structure.

Many empirical networks exhibit a rather high clustering coefficient, indicating a
local cohesiveness and a tendency of vertices to form clusters or groups. Indeed,
for example in social networks, it seems intuitive that two persons (vertices) who
have a common friend are much more likely to be also friends, as compared to two
randomly chosen persons. Interestingly, this also directly relates to the notion of
degree correlations and dynamics on networks. As persons that share a common
friend are likely to become acquainted themselves, they will acquire new friends over
time. In particular, a highly connected person will induce new connections among
his friends (neighboring vertices). In this sense, within social networks, a situation
with disassortative degree correlations and low clustering coefficients is dynamically
unstable and must be expected to evolve gradually towards more clustering and thus
assortative degree correlations.
However, despite its conceptual simplicity, the interpretation and statistical testing
of the clustering coefficient holds some pitfalls, which arediscussed in more detail
in the Section 3.5. Furthermore, the clustering coefficientdepends on the number of
edges within the network. To claim a nontrivial local clustering within the network,
an estimated value ofC thus has to be compared to an appropriate null model to val-
idate whether the value is indeed statistically significant, i.e., whether the respective
network indeed exhibits a higher degree of clustering than acorresponding random
network. Difficulties also arise for specific types of graphs, such as bipartite graphs,
that exhibit a nontrivial clustering coefficient inherent to the bipartite structure [1, 52],
see Section 3.5 for a detailed discussion.
An alternative, but equivalent, definition ofC can be given with respect to the number
of triads (triples of vertices where each vertex is connected to both others) within a
network. Note that the number of edges between the neighborsof a vertex is equal
to the number of triads that vertex is part of. The global clustering coefficient is then
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Fig. 3.6 The clustering coefficient relates to the local cohesiveness of a network. a) The
clustering coefficient is defined as the probability that twovertices with a common neighbor are
connected.b) A highly connected vertex with a low clustering coefficient,indicating a (at least
locally) hierarchical structure.c) A a vertex with high clustering coefficientCvertex = 0.8

defined as the proportion of triads in a network with respect to the total number of
connected triples (triples where at least one vertex is connected to both others).

C =
3 × number of triads

number of connected triples
(3.2)

The factor3 accounts for the fact that each triad contributes to3 connected triples [1].
A characterization of the clustering coefficient with respect to the number of triads
holds some advantages with respect to numerical estimationand can be generalized
to other structures, such as the number of squares [31].
Of particular interest is also the correlation of the clustering coefficientCi with
other properties of a vertexni. For example, as described by Newman [49], many
empirical networks exhibit a negative correlation betweenthe degreeski and the
clustering coefficientsCi, indicating a modular structure of the network. See Fig. 3.5
for an example.

3.2.6 The Matching Index

Within many empirical networks, two vertices that are functionally similar do not
necessarily have to be connected. For example, within a network of protein interac-
tions, two proteins that are involved in the regulation of similar processes and should
be considered as closely related, must not necessarily bindto each other. Corre-
spondingly, the normalizedmatching indexMij quantifies the ’similarity’ between
two vertices based on the number of common neighbors shared by two verticesni

andnj.

Mij =

∑

common neighbors
∑

total number of neighbors
=

∑N

k,l AikAjl

ki + kj −
∑N

k,l AikAjl

(3.3)

Note that for the measure to be properly normalized, the denominator only counts
the number of distinct neighbors, i.e. neighbors that are shared by both vertices
are only counted once. One of the virtues of the matching index is that it can
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Fig. 3.7 Vertices that are functionally related do not necessarily have to be connected. The
matching index counts number of common neighbors shared by two vertices, normalized by
the total number of distinct neighbors. The right panel shows the adjacency list of the vertices
n1 andn2, along with the corresponding matching indexM12.

be straightforwardly applied to networks consisting of different types of vertices,
such as bipartite graphs. For example, two transcription factors may regulate the
expression of similar genes, without necessarily regulating (or binding to) each other.
A schematic illustration of the matching index is given in Fig 3.7.
The matching index can be generalized beyond the immediate neighbors of a vertex
or extended to multiple vertices [40]. Furthermore, at the most general level, two
vertices can be regarded (or defined) as ’similar’ if their distance to all other vertices
within the network is approximately the same, irrespectiveof whether they are
directly connected or not [75]. An advantage of this definition lies in the fact that
the actual pair-wise similarity of two vertices must not be specified. The definition
only draws upon the notion that two entities (vertices) mustbe considered ’similar’,
if they perceive the rest of the world (here the distance to all other vertices within the
network) in a similar way.

3.2.7 Network Centralities

Closely related to distance measures, network centrality indices seek to characterize
each vertex or edge with respect to their position within thenetwork. Centrality
measures will be discussed in more detail in Chapter 4 of thisbook, here we will
only briefly outline some basic features.
Intuitively, a basic measure of the importance of a vertexni is its degreeki (degree
centrality). And indeed, several studies on biological network report a significant
relationship between vertex degree and functional importance of vertices [2]. For
example, within protein interaction networks, the removalof highly connected pro-
teins is more likely to have lethal effects than removal of proteins with only a small
number of links [32]. However, the degree is clearly not the only determinant of the
functional importance of a vertex. Often more relevant, is the contextual location of
the vertex within the network. For example, we can ask from which vertex a signal
should be sent to reach all other vertices in minimal time. Or, vice versa, which
vertices can be reached fastest from any other vertex withinthe network? In this
respect, thecloseness centralityspecifies which vertices have the shortest paths to all
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Fig. 3.8 The degree of a vertex does not necessarily reflect importance with respect to
function of a network. While vertexn1 has a high degree, its removal does not necessarily
affect communication within the network. However, removalof vertices with low degree may
have significant effects on communication or mass flow withinthe network, as seen for vertex
n2.

others, measured for example by the (inverse of the) averagedistance from a vertex
to all other vertices. For detailed definitions see Chapter 4in this book.
Probably the most well-known centrality measure is thebetweenness centrality(BC).
The betweenness centrality can be defined with respect to vertices and edges, and
measures how often a vertex or edge is present in the set of allshortest paths As can
be seen in Fig. 3.8, low degree vertices can be crucial to establish communication
or mass flow within a network. Thus, with respect to robustness properties of a
network, a selective attack on vertices with highBC was often found to be more
relevant than a removal of vertices with high degree. Computationally, the estimation
of the betweenness centrality is rather demanding and described in Chapter 4 of this
book.

3.2.8 Eigenvalues and Spectral Properties of Networks

An important property of network topology are the spectral properties of the adja-
cency matrixA. Though as yet only hardly used in biological research, the spectra
of random graphs are among the oldest characteristics of network topology with a
plethora of applications in many branches of physics [1].
For an undirected graph, the symmetric adjacency matrixA hasNV real eigenval-
uesλi. The spectral densityρ(λ),

ρ(λ) =
1

NV

NV
∑

i=1

δ(λ − λi), (3.4)

approaches a continuous function for increasing network size NV → ∞. An ex-
tensive amount of work about the mathematical properties ofthe spectral density is
available, including the famous Wigner semicircle law [21,1].
Of more relevance to the biological sciences, the eigenvalues of network matrices
are becoming increasingly important with respect to two different fields of research:
First, in networks of coupled oscillators, i.e, in networkswhere each vertex corre-
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sponds to an oscillator coupled to other oscillators via an adjacency matrix, the global
dynamics of the system are determined by the structure of theadjacency matrix. In
particular, the stability of the synchronized state, i.e.,the state of the network where
almost all vertices oscillate synchronously, can be related to the eigenvalues of the
Laplacian matrix of the network [54], defined in close analogy to the adjacency
matrix. Recent studies also take into account the effect of weighted edges [74].
Second, along similar lines, the eigenvalues of network matrices determine the stabil-
ity and local dynamics of networks composed of interacting elements. For example,
the vertices of a metabolic network denote metabolites, whose concentrations change
according to the adjacent edges (metabolic reactions). Formally this system is rep-
resented by a differential equation for all metabolite concentrations. However, at
least locally, this (usually unknown) system of differential equations can be approx-
imated by a weighted interaction matrix, denoted as the JacobianJ of the system.
The Jacobian matrix already governs essential aspects of the dynamics and predicts
specific dynamic behavior even if detailed knowledge about the underlying reactions
and interactions is not available [63, 65, 68].

3.3 MODELS OF COMPLEX NETWORKS

The various network indices discussed until now characterize and quantify the topo-
logical structure of a given network. However, to understand and elucidate whether
an estimated value indeed corresponds to nontrivial structure within the network re-
quires to consider basic prototype models of complex networks. We emphasize that
none of the models described below aims to mimic the detailedfeatures of any real
network. Rather they represent minimal models, each invented to exhibit distinct
generic features of complex networks. The purpose of prototype models is twofold:
First, they provide null models to understand whether an observed feature is a generic
feature of certain network classes or whether it deviates from what could be expected
for a simplistic model. Second, prototype models often provide insight on how cer-
tain features of complex networks arise from the construction rules of the prototype
models, allowing to probe to what extent (for example evolutionary) mechanisms
can account for the observed features of empirical networks. Again, more detailed
mathematical treatises on random network models are given elsewhere [1, 17, 50],
here we only outline the basic ideas.

3.3.1 The Erd̈os-Rényi Model

Probably the most basic model of a random network is given by the Erd̈os-Ŕenyi
(ER) network [20]. The ER network consists ofNV vertices, connected byNE

(undirected) edges which are chosen randomly from the set ofNV (NV − 1)/2
possible edges (excluding multiple connections and links from a vertex to itself). The
probabilityp that two randomly chosen vertices are connected is thusp = 2NE

NV (NV −1) .
Alternatively, the ER model can be defined as a set ofNV vertices, with each pair of
vertices connected with an equal probabilityp ≤ 1. The number of edgesNE is then
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a random variable, with the expectation value〈NE〉 = pNV (NV − 1)/2 [1].
The ER model has been the primary subject of random graph theory, resulting in
extensive knowledge about its mathematical properties andtypical features. Here we
only summarize some basic properties.
The degree distribution of the ER model is given by abinomial distributionthat
becomes approximatelyPoissonianin the limit of large networks (NV → ∞). The
probability of a vertex to have degreek is

p(k) ≃ e−〈k〉 〈k〉
k

k!
(3.5)

with 〈k〉 = pNV denoting theaverage degree. A typical realization of the ER model
is rather homogeneous, most vertices have a similar degree,distributed approximately
symmetrically around the average degree〈k〉, as shown in Figure 3.3b. Most ana-
lytical work on the ER model has concentrated on questions related to percolation
theory, i.e, the connectednes of the network and the emergence of paths that enable a
traversal of the whole network. For smallp the network is disconnected and consists
of a large number of isolated components [50]. Atp ≈ 1/NV (thus for average
degree〈k〉 ≈ 1) a phase transition occurs, giving rise to agiant-componentthat en-
compassed most of the vertices of the network. Forp ≥ log(NV )/NV all vertices are
connected for almost all realizations of the random network. The ER model exhibits
thesmall-worldproperty. Above the percolation threshold, the average pathlength is
very small and scales as the logarithm of the number of verticesl ∼ log NV (with
〈k〉 kept constant for increasing number of vertices). By construction, the cluster-
ing coefficient of the ER networkC = p = 〈k〉/NV , i.e. the probability that two
vertices with a common neighbor are connected equals the probability that any pair
of randomly chosen vertices are connected. The ER model doesnot show any local
cohesiveness. Likewise, the degree of connected vertices is uncorrelated, the ER
model does not display degree correlations.
The Erd̈os-Ŕenyi model remains one of the most important prototype models in graph
theory. However, the main limitations for a direct comparison of network properties
with empirical networks are its homogeneousdegree distribution, the absence of local
structure and the lack of degree correlations. A close variant of the ER model, the
configuration model, will be discussed in Section 3.5.

3.3.2 The Watts-Strogatz Model

While the Erd̈os-Ŕenyi model correctly reproduces thesmall-worldproperty, it fails
to account for the local clustering that characterizes manyempirical networks. In
particular for social networks, i.e. networks of mutual friendships or acquaintances,
most studies indicate a clustering coefficient that is orders of magnitude higher than
the value obtained for a corresponding ER network.
In one of the seminal papers of complex network theory, Wattsand Strogatz proposed
a model for coexistence of local structure on the one hand, and a small average path-
length on the other hand [72]. The starting point of the modelis the limiting case of
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Fig. 3.9 The Watts-Strogatz model: Starting point is a regular network, constructed such
that each vertex is connected to its two nearest neighbors, resulting in a maximal clustering
coefficientC = 1. With probabilityprew links are randomly rewired. In the limitprew → 1
the ER model is recovered.

a regular lattice-like network: Each vertex (arranged on anone-dimensional ring in
the original model) is connected to itsn/2 nearest neighbors. In social terms, this
would resemble a strictly local medieval-like world, whereeach person only knows
people in his or her immediate vicinity, such as neighbors and people in nearby vil-
lages. Consequently, the model exhibits strong local cohesiveness (a high clustering
coefficient), but the spread of information is slow, i.e. theaverage pathlength scales
linearly with system size.
Extending the regular lattice-like network, shortcuts between distant vertices are in-
troduced, i.e. with a probabilityprew a link is rewired, such that one end is detached
from its original vertex and connected to a randomly chosen vertex. In social terms,
this would correspond to a merchant or traveler, who is also acquainted to a small
number of more distant people within the country. As the probability prew increases
and more links are rewired, the model approaches a random network of the ER type.
In the limit prew → 1 the ER model is recovered. The network thus again exhibits
no local structure (small clustering coefficient) and the average pathlength scales as
the logarithm of network size.
One of the intriguing result of the WS model is that already a very small number of
shortcuts (prew ≪ 1) is sufficient to rapidly decrease the average pathlength [28].
On the other hand, for smallprew, the local clustering remains almost unaffected
and the clustering coefficient only decreased significantlyfor prew → 1. Thus for
an intermediate region ofprew, the WS model exhibits a coexistence of high local
clustering and short average pathlength (small-world property), as also observed in
many empirical networks. A schematic representation of theWS model is given in
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Fig. 3.10 The Barab́asi-Albert model [7]: Starting with an initial small network, consisting
of N0 unconnected vertices, a new vertex is introduced at each timestep and connected with
m < N0 edges (here shown withm = 2).

Fig. 3.9.
The main significance of the WS model results from the fact that it emphasizes a dif-
ference between local and global properties of networks. The clustering coefficient,
a local property, is determined by the immediate neighborhood of a vertex and is al-
most unaffected by the introduction of additional ’shortcuts’ within the network. On
the other hand, the average pathlength, a global property, rapidly decreases upon the
introduction of just a few shortcuts. This has, for example,profound implications on
the spread of infectious diseases across continents. A change in average pathlength
to distant vertices is not detectable at the local level, i.e., your social neighborhood
might remain almost unaltered, while the ’distance’ (in network terms) to infected
persons can rapidly decrease with only a small number of transcontinental travellers.
However, apart from the coexistence of high local clustering and short average path-
length, the WS models captures almost no other feature foundin empirical networks.
Its importance as a null model for biological networks thus remains limited.

3.3.3 The Barab́asi-Albert Model

Among the most important limitations of the models discussed above is that neither
captures or accounts for the inhomogeneousdegree distribution found in many empir-
ical networks. To this end, Barabási and Albert [7] proposed a simple network model
that gives rise to a scale-free degree distribution and still provides the conceptual
basis for most current network models described in the literature.
Closely related to (and actually a simplification of) an earlier model by Price [4, 16,
45, 50], the BA model is based on two essential ingredients:i) Growth: In contrast
to the models discussed above, the BA model does not assume that the number of
vertices within the network is fixed. Mimicking the dynamicsof many real networks,
vertices are continuously added and the network grows as a function of time. ii)
Preferential attachment: New edges are not introduced randomly, but the probability
that a vertex receives a new edge depends on its present degree ki, again reflecting
dynamic properties of real networks.
The growth process is organized as follows: Starting with aninitial small network,
consisting ofN0 unconnected vertices, a new vertex is introduced at each timestep.
The new vertex is connected to withm ≤ N0 edges to the already present ver-
tices. The probabilityρ(ni) that analready present vertexni receives a new edge is
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proportional to its degreeki:

ρ(ni) =
ki

∑

j kj

. (3.6)

After t timesteps, the network consists ofNV (t) = N0 + t vertices, connected by
NE(t) = mt edges. Due to the preferential attachment mechanism, oldervertices
tend to have accumulated more links, and thus have an even higher probability to
receive yet more links (a ’rich-get-richer’ dynamics). Likewise, new vertices only
have a small number of links, and thus a low probability of receiving additional links.
A schematic illustration of the growth process is given in Fig. 3.10.
In the long time limitt ≫ 1, the BA model exhibits a scale-free degree distribution
p(k) ∼ k−γBA with a degree exponentγBA = 3 that is invariant with time. The
degree exponent is independent of the free parametersm andN0. The BA model
captures the small world property, BA networks are found to have shorter average
pathlength than ER and WS models of the same size and density.The degrees are
uncorrelated and analytical estimates of the clustering coefficient are available [36].
One of the merits of the BA model is that it provides a possiblemechanism to explain
the observed scale-free distribution of many empirical networks. Indeed, the time
evolution of many empirical networks is governed by preferential attachment-like
processes. For example, within a social network, people (vertices) with already
many friends (edges) are more likely to acquire new friends,as compared to people
with few edges. Likewise, already famous actors will obtainmore offers to act in a
new movie than young unknown actors. Scientific papers that are already frequently
cited are more likely to be read and cited again than less frequently cited papers.
Importantly, the preferential attachment rule also provides several testable predictions
for complex networks. For example, if metabolic networks are reported as scale-free,
then, according to this growth rule, highly connected metabolites should have an early
evolutionary origin. Indeed, as emphasized by Wagner and Fell [71], many of the
highly connected metabolites, mainly intermediates of theTCA cycle and glycolysis,
as well as some ubiquitous co-factors, are among the evolutionary oldest.
However, explanations in terms of evolutionary mechanismsalso hold some pitfalls
which are unfortunately rarely – if ever – discussed in the literature. Most importantly,
not only the formation of a network itself, but often also theacquisition of data about
the network is governed by similar mechanisms. For example,minor movies with
famous actors are more likely to be included in the respective databases than local
movies starring only unknown actors. Likewise, putative biochemical regulations
or reactions adjacent to the TCA cycle are more likely to be investigated, and thus
reported in publications, than putative regulations within the outskirts of metabolism.
In this sense, an observed feature of an empirical network might also always reflect
properties of the data acquisition process, rather than genuine properties of the
network itself.
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3.3.4 Extensions of the BA Model

The BA model constitutes the conceptual basis for a large variety of extensions and
modifications and has triggered an exceptional amount of further work in the complex
network models. Most extensions can roughly be subdivided into two (though often
overlapping) categories:i) Modifications that aim to generate networks with specific
tunable features, such as different degree exponents, tunable cluster coefficients or
degree correlations.ii) Modifications that aim to mimic the evolutionary growth
processes of specific networks in more detail, such as aging in social networks or
capacity restrictions in transportation networks.
For example, the exponential cutoff at high degrees observed in many real networks
can be accounted for by aging of vertices, i.e., vertices that have been present for
a given timeT stop acquiring new edges or are removed from the network [3] –
as could be expected in social networks. Similar, an airportwithin a transportation
network will not acquire new connections beyond a certain capacity, again resulting
in an exponential cutoff at high degrees. Other processes tomodify the properties
of the network include re-wiring of edges according to defined rules. For exam-
ple, within a social network people that have a common friendare more likely to
become acquainted themselves, resulting in an increased local clustering of the net-
work [15]. Further extensions and modifications include memory effects and high
clustering [36], degree correlations [56, 73], tunable degree exponents [38], informa-
tion accessibility [48], among many more. An overview of early modifications and
extensions of the original BA model can also be found in TableIII of [1].

3.4 ADDITIONAL PROPERTIES OF COMPLEX NETWORKS

Within the first section, most emphasis was placed on quantitative measures that
describe the properties of individual vertices and edges. However, complex networks
are also characterized by emergent features that transcendthe properties of individual
vertices and relate to the organization of the network as a whole. In the following
the basic emergent global properties of complex networks, such as robustness or
modularity, are outlined.

3.4.1 Structural Robustness and Attack Tolerance

Most biological systems share a common feature: robustness[8, 35, 60, 69]. Con-
stituting one of the fundamental organizing principles of biology, cellular networks
must be able to maintain their function in the face of constant perturbations and fluc-
tuations that affect the internal or external parameters ofthe system. In the context
of complex network analysis, robustness is mainly understood as the persistence of
topological network properties, such as average pathlength or connectedness, upon
removal of vertices or links [1, 2, 10, 33].
Indeed, most empirical networks show a surprising tolerance against removal of
vertices. Focusing on topological aspects of robustness only, a number of studies
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Fig. 3.11 The ’robust, yet fragile’ nature of scale-free networks. Properties of scale-free
networks are highly robust against random removal of vertices, but vulnerable against selective
intentional removal of vertices.

revealed significant differences between distinct networktopologies upon removal
of vertices or edges [2, 29]. In general, we have to distinguish between random and
intentional attacks on network topology. While for ER networks, due to the homo-
geneity of vertex properties, the response to random and intentional attacks is roughly
similar, the situation for scale-free networks is markedlydifferent. Most properties of
scale-free networks were found to be exceptionally robust against random removal of
vertices. However, at the same time, scale-free networks are vulnerable with respect
to intentional attacks. This difference is due to the heterogeneous degree distribution.
Low degree vertices are far more frequent than high degree vertices, but only play a
minor role in overall network topology. While random attacks will most likely affect
low degree vertices, a selective attack on high degree vertices has far more dramatic
consequence on global network indices [2, 1, 29]. A schematic illustration is given
in Fig. 3.11.
In general, the difference between random and intentional attacks is at the core of
most current research on network robustness. The ’robust, yet fragile’ nature of com-
plex systems refers to the fact that many complex systems arerobust against random
attacks, while they remain fragile against selective attacks. In particular highly op-
timized systems are extremely robust against anticipated attacks, while optimization
concomitantly leads to vulnerability against unanticipated perturbations, related to
the principle of ’highly optimized tolerance’ (HOT) [12].
It should be noted though, that the restriction to topological aspects of robustness
only allows for a rather restricted view on network robustness. Dynamic aspects of
functional robustness thus receive increasing interest recently [35, 47, 60, 63, 65].

3.4.2 Modularity, Community Structures and Hierarchies

Related to the idea of functional robustness is the notion ofmodules and community
structures within complex networks. In general, it is assumed that many complex
networks are built up from (interacting and possibly overlapping)modulesorcommu-
nitites. The detection of such community structures has attracted substantial interest
recently and defines an important aspect of complex network analysis [57, 75, 76].
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Unfortunately, there is no generally accepted definition ofwhat constitutes a module
or community structure within a complex network. As a working definition, modules
or communities are often understood as subsets of vertices that are densely con-
nected among each other, but are only sparsely connected to other vertices outside
the community. In this respect, probably the most influential definition of network
modularity comes from the work of Newman and Girvan, who define a score function
for network modularity based on this principle [24, 51].
Computationally, the detection of community structures isclosely related to the clus-
tering of elements, i.e., the assigment of ’entities’ into distinct categories based on
a suitably defined notion of similarity. In the context of complex network analysis,
similarity of vertices can be defined in different manners, for example with respect
to the shortest path between two vertices, the total number of paths between vertices
(weighted according to pathlength), among several other possibilities. Likewise,
and again resembling the situation in clustering algorithms, modules can be detected
using agglomerative or divisive methods, i.e. by grouping similar vertices into larger
units or by iteratively breaking down a complex network intosmaller and smaller
subsets. Although there is a plethora of proposed novel algorithms specifically de-
signed to detect modules within complex networks, it shouldbe noted that a recent
study [26, 27] demonstrates that standard ways of clustering data, e.g. based on
k-means or hierarchical clustering, often outperform newer methods.
The relevance of modularity in complex networks can be seen from two different per-
spectives: First, modularity represent a inherent design principle of many complex
networks. Indeed, in particular for biological networks shaped by evolution, it seems
plausible that modular networks have advantages in terms oftheir ability to adjust
to new evolutionary constrainst by incoporating new functionality within the net-
work [34, 26]. Second, a decomposition into modules if oftenhelpful to understand
the functional organization of complex networks. For example, many technological
networks, such as integrated electronic circuits, can not be rationalized on the basis
of individual resistors or transistors. Only by the construction of functional modules,
such as shift registers, counters, gates, inverters, each consisting of many lower-level
elements, an effective manipulation and design can be achieved.
As already implicit in the example of an integrated electronic circuit, modules are not
restricted to one specific level of representation. Rather,modules may overlap and
consist of smaller modules, giving rise to a hierarchical organization of modularity
within complex networks [14, 57, 70, 58]

3.4.3 Subgraphs and Motifs in Networks

Closely related to the detection of community structures orfunctional modules is
the notion ofmotifsas building blocks of complex networks [31, 39, 43, 44, 59].
Providing a bridge between local vertex-related properties and global functional
properties of networks, the basic idea of network motifs is that large complex networks
are essentially composed of small interlinked subgraphs. Similar to the notion of
sequence motifs, we can thus look for re-occuring patterns within the network, i.e.,
small sets of vertices that exhibit an identical local topological structure. Indeed, as
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Fig. 3.12 All 13 possible three-vertex motifs, according to [44, 59].Inset: The concept
of motifs can be generalized to account for specific repeatedsubgraphs within a complex
network. Shown are possible motifs of the yeast transcription regulatory network, with circles
denoting regulators and rectangles denoting gene promoters, according to [39].

shown in previous studies [44], the transcriptional interaction network ofEscherichia
coli is essentially composed of repeated appearances of three highly overrepresented
network motifs. Furthermore, similar studies reveal that the distribution of motifs
is characteristic for certain classes of networks, i.e., networks with similar overall
functionality (such as communication networks or food-webs) also exhibit a highly
similar motif distribution [43]. Figure 3.12 shows all possible directed subgraphs
composed of three vertices. Unfortunately, the systematicenumeration of network
motifs is computationallydemanding. A more detailed description of network motifs,
also accounting for computational aspects, is given in later chapters of this book.
In general, the concept of network motifs is not restricted to subgraphs with a fixed
number of vertices. Rather, it allows to look for any re-occuring patterns, including
more complicated topological structures, such as multi-input motifs, regulator chains,
or dense overlapping regulons (DORs) [59, 39]. The most intriguing aspect of
network motifs, however, results from the asserted connection of local topological
structure to dynamic function of a network motif. While sucha correspondence
between topology and function, i.e., that each motif has also a specific ’hard-wired’
function, was claimed in several early studies on network motifs [44, 59], later results
indicate that this is not the case. Though there is increasing interest in the analysis of
dynamic aspects of complex networks, the precise relationship between structure and
function of complex networks is still largely unclear [37, 30, 55, 68, 63]. Additional
aspects in the interpretation of motif distributions, including possible pitfalls in their
statistical estimation, are discussed in the next section.
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3.5 STATISTICAL TESTING OF NETWORK PROPERTIES

The most crucial, and probably most widely underestimated aspect of complex net-
work analysis is the statistical testing of network properties. As yet, all network
indices were described as numerical quantities that can usually be straightforwardly
estimated from any given network topology. However, in mostapplications, network
indices are also associated with a biological meaning or interpretation – we seek to
uncover those features of the network that are characteristic of the underlying system.
Thus, for example in the case of a metabolic network, the question is not whether
the clustering coefficient takes a specific numerical value,but rather whether this
value distinguishes the network from other networks of similar size, i.e, whether the
metabolic network can be regarded as ’highly clustered’. Only in the latter case, i.e.
if the clustering coefficient indeed deviates from what could be expected for networks
of similar size, it represents a distinctive feature of the respective network. But then,
how should such a deviation be detected or quantified? What values of clustering
coefficient should be considered ’usual’ or ’typical’ for a network of given size?
One answer to these questions, in addition to the prototype models described in the
last section, lies in the formulation of appropriately randomized null-models of com-
plex networks. We create an ensemble of surrogate networks,usually of identical size
and density, and compare the values of network indices obtained from the empirical
network to those obtained from the ensemble of randomized surrogate networks.
More general, statistical testing always means to set up a null hypothesis, i.e., a
process or mechanism that is assumed to account for an observed feature, and a
subsequent test whether the observed feature is actually consistent with the null-
hypothesis. In the context of complex network analysis, a possible null-hypothesis
is, for example, that an observed clustering coefficient is consistent with values arising
from Erdös-Ŕenyi networks of the similar size. Given a certain probability threshold,
the null-hypothesis is rejected if the probability to actually find the observed clus-
tering coefficient for Erd̈os-Ŕenyi networks is below the defined threshold. In this
case, the deviation of the clustering coefficient with respect to the null-hypothesis
is significant.
However, apart from some straightforward cases, the statistical testing of network
properties holds several potential pitfalls and possible sources of misinterpretations.
In the following, we briefly outline some of the most widely used null-models for
complex network analysis and point out possible ambiguities in their interpretation.

3.5.1 Generating Networks and Nullmodels

The most basic null-model is a network of identical size (number of vertices and
edges) but lacking any other internal structure. Conceptually equivalent to an Erd̈os-
Rényi network of the same size, such an ensemble can be constructed by randomly
rewiring links within the network - as already done in the construction of the Watts-
Strogatz model.
Usually more appropriate, however, is to preserve the degree distribution of the
empirical network. An ensemble of randomized surrogate networks with preserved
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Fig. 3.13 Generating random networks with preserved degree distribution: At each iteration,
two edges (a → b) and (c → d) are selected at random and rewired as (a → d) and (c → b),
provided that the respective edges do not already exist. Note that for undirected networks,
there are two possible ways to rewire the links.

degree distribution is obtained by iteratively swapping randomly selected edges, as
schematically depicted in Fig. 3.13: For a directed network, at each iteration two
edges (a → b) and (c → d) are selected at random and rewired as (a → d) and (c → b),
provided that the respective edges do not already exist. Repeating this sufficient
times, i.e. such that most edges have a statistical chance tobe selected, the resulting
network has a preserved degree distribution, but lacks any other internal structure of
the initial empirical network. The approach can be generalized to account for other
features of complex networks. For example, the analysis of network motifs [44, 59]
makes use of a similar approach to generate networks with a preserved three-vertex
motif distribution, swapping two edges if and only if the resulting motif distribution
is preserved. Closely related to network randomization is the configuration model
of complex networks: To construct a network with a specified degree distribution,
each vertex is assigned a numberki of adjacent edges, such that the total number of
assigned edges is even. Subsequently, pairs of the, as yet unconnected, ’stubs’ are
randomly chosen and connected [52, 59].
In any case, a network indexQ of interest is subsequently compared against the
values found for the ensemble of surrogate networks, and canbe evaluated according
to a significance score

S =

∣

∣

∣

∣

Qnetwork − 〈Qsurrogate〉

σsurrogate

∣

∣

∣

∣

, (3.7)

where 〈Qsurrogate〉 denotes the average found within the ensemble of surrogate
networks andσsurrogate the standard deviation. Unfortunately, the construction of
randomized networks that preserve features other than the degree or motif distribution
is far from straightforward.

3.5.2 The Conceptualization of Cellular Networks

The most difficult problem of complex network analysis is often the choice of an
appropriate null-model or null-hypothesis. By definition,all statistical tests rely on
the definition of a null-model, and any notion of ’significance’ is only defined with
respect to this null-model. Thus, if the null-model is erroneous or trivial, so will
be any result obtained from an evaluation of the significanceof network properties
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against this null-model. In particular, the choice of the null-model is additionally
complicated by the fact that networks are usually abstract representations of more
complex biological processes. While this ’reduction in complexity’ is often necessary
to make biological questions mathematically tractable, italso holds the temptation to
neglect properties of the underlying system – resulting in an erroneous or misleading
interpretation of network properties.
An illustrative example of such a case was discussed in the context of a recent study
of motif distributions in complex networks [43]. Therein, the significance profile of
small subgraphs (motifs) within a neuronal network was evaluated and compared to
simple degree-preserving randomized networks. The study concluded that the neural
information processing networks exhibits a highly characteristic significance profile
for its motif distribution, suggesting evolutionary mechanisms that result in key cir-
cuit elements to perform specific tasks. However, as pointedout later [5], a neural
network, i.e., a network of neurons connected by synapses, is not just a network
of vertices connected by edges. Rather, neurons have a spatial position and and a
tendency to form local clusters, hence neighboring neuronshave greater chance of
forming connections than distant neurons. As the spatial properties are not reflected
in the null hypothesis, the statistical test misclassifies acompletely random but spa-
tially clustered network as one that is nonrandom and exhibits significant network
motifs. Indeed, a simple toy model that preserves the spatial position of neurons
and connects neurons preferentially to nearby neurons is able to reproduce an almost
identical significant profile for the motif distribution, without the need to invoke any
evolutionary mechanisms to select for specific functional tasks [5].
The example serves to illustrates two important aspects of statistical testing of net-
work properties:i) The observed motif distribution within the neural information
processing network was indeed highly significant, as compared to degree-preserving
random networks of the same size – there was no computationalerror involved.
The significance profile of motifs is thus indeed a true characteristic of the system.
ii) However, the significance profile of motifs tests against a trivial null-hypothesis:
the assumption of a completely random network. Strictly speaking, rejecting this
null-hypothesis only trivially proves that neural networks are not random. However,
only little can be learned about the possible biological function of network motifs
from the sole fact that their distribution is not random. As exemplified here for
the neural network, the significant deviation from random networks is most likely
a simple and straightforward consequence of the (neglected) spatial structure of the
system.
Thus, as a general rule, network properties that are found tobe significant with re-
spect to simple randomized networks must not necessarily beimportant with respect
to function. Even though the statistical estimation of significance might be techni-
cally correct, significance here only implies deviations from randomness – which is
often a trivial consequence of the underlying process or system itself. Two important
classes of complex networks where the construction of the networks itself implies
deviations from randomness, and thus implies highly significant network properties,
are discussed below.
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Fig. 3.14 The clustering coefficient of theS. cerevisiaesubstrate graph, depicted in Fig-
ure 3.1.Left plot: The clustering coefficient is compared against randomized networks with
preserved degree distribution. The yeast substrate graph shows a highly significant clustering,
as compared to randomzied networks generated according to the scheme shown in Figure 3.13.
Left plot: The clustering coefficient is compared against randomized networks that preserve
the original bipartite structure. In this case, no significant deviation between the clustering
coefficient of the yeast substrate graph and its shuffled counterparts are detected.

3.5.3 Bipartite Graphs

A large number of complex networks in biology and other fieldsare derived from
bipartite graphs. A prominent example is the metabolic network, consisting of two
distinct types of vertices: substrates and reactions. Likewise, one of the benchmark
examples of complex network analysis, the movie-actor network, originates from a
bipartite graph: Based on a public movie database (www.imdb.org), two actors are
connected by an edge if they have performed in a movie together. The movie-actor
network often serves as a prototypical (and computationally much better accessible)
example of a social acquaintance network. In particular, the coexistence of high
local clustering and small average pathlength, typical forsocial networks, has been
demonstrated using the movie-actor network as a paradigmatic example [72]. Com-
paring the observed clustering coefficient of the movie-actor network to Erd̈os-Ŕenyi
networks of the same size, indeed reveals a highly significant clustering that is orders
of magnitudes higher than for corresponding random networks.
However, by construction, the movie-actor networks is composed of fully-connected
subnetworks only: All actors performing in one movie are mutually connected and
form a fully-connected subgraph. Since an actor participates in several movies, the
cliques for each movie are then joined together and organized into the final movie-
actor network. Thus, by construction, the underlying bipartitite structure clearly
distinguishes the network from actual social acquaintancenetworks and already im-
plies a ’significant’ local structure.
A similar reasoning holds for metabolic networks: Using thesame scheme as pre-
vious studies [71], the substrate-graph of a metabolic network is constructed by
connecting two metabolites if they share a common reaction.The resulting network,
analyzed in a number of recent studies [22, 33, 71, 41], showsa significantly higher
clustering coefficient than could be expected for random networks with preserved
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Fig. 3.15 To preserve the underlying bipartite structure of a network, a modified randomzia-
tion scheme is proposed. Using the original bipartite graph, two edges are randomly selected
and rewired. Note that this leads to nontrivial modifications of the substrate graph projection.

degree distribution. Repeating the analysis for theS. cerevisiaesubstrate graph, al-
ready used in the previous sections and depicted in Figure 3.1, confirms these results:
The observed clustering coefficient of the metabolic network significantly deviates
from the values obtained for the ensemble of random networkswith preserved degree
distributions, as shown in Figure 3.14 (left plot). However, does this result really
imply a significant clustering of the network beyond the factthat it was derived from
a bipartite graph? To test this assertion, a scheme that generates random instances
of the original network, but always retains the underlying bipartite structure, was
proposed [61]. The randomization scheme is shown in Figure 3.15. Note that the
randomization of the bipartite graph leads to nontrivial modifications when only the
projection onto the substrate graph is considered. Again comparing the resulting
clustering coefficients of the randomized networks to the clustering coefficient ob-
tained from the yeast metabolic network, reveals no significant deviation. Thus we
have to conclude that the metabolic network ofS. cerevisiaeconsidered here shows
no significant clustering beyond the trivial clustering imposed by the construction
rule of the network - namely that is was constructed as a projection from a bipartite
graph.

3.5.4 Correlation Networks

A similar reasoning also holds forcorrelation networks, representing an increasingly
popular way to invesigate and visualize large-scale empirical data [11, 19, 42, 46,
62, 67]. A correlation network is constructed by connectingtwo vertices, such as
metabolites or proteins, if their respective concentration is correlated over a suitable
set of experiments. That is, the correlation matrixC is converted into a binary (ad-
jancency) matrixA, with elementsAij = 1 whenever the correlation between two
elementsni andnj exceeds a given threshold, usually defined with respect to a given
significance level.
However, networks that are constructed from correlation matrices posses, by con-
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struction, a nontrivial structure and are highly clustered. In particular, correlations
are transitive, i.e. if an entityA correlates with two entitiesB andC, thenB and
C are also (likely to be) correlated themselves. Formally, this transitivity can be ex-
pressed as an inequality that holds between any triplet of correlation coefficients [61].
To test for the (nontrivial) structure of correlation networks thus implies to generate
networks that preserve all features inherent to correlation matrices, but are random
otherwise. Specifically, randomized networks with preserved degree distributions,
generated according the scheme shown in Figure 3.13, violate the inherent structure
of correlation networks. If recent studies [19] thus reportan ’unsuspected assor-
tative feature’ for biological correlation networks, thisis most probably a result of
an inappropriate null-hypothesis, rather than a distinctive feature of the process in
question. However, no satisfiying solution to the problem ofconstructing appropri-
ate null-models for correlation networks is known. The interpetation of correlation
networks is discussed in more detail in [62].
These examples serve to illustrate that a proper interpretation of network properties,
even when tested for significance against randomized networks, is sometimes far
from straightforward. Unfortunately, to what extend the underlying structure of the
original network trivially determines its topological features, is often not as obvious
as in the case of bipartite graphs or correlation networks.

3.6 SUMMARY

The analysis of complex networks will continue to play a major role in many sci-
entific disciplines. In particular the analysis of large systems, consisting of many
interacting elements, often necessitates an abstract representation of the system and
its interactions in terms of a complex network. In respect thereof, the theory of
complex networks, emanating from the mathematical field of graph theory, has at-
tracted renewed interest over the last decade. While many concepts of complex
network theory have their roots in graph theory, novel problems have also triggered
the development of a variety of novel concepts, shedding light on the topological
organization and design principles of complex networks. Inthis chapter, we have
provided a brief overview over some typical properties and concepts used in the
analysis of large complex networks. Though certainly no comprehensive review,
we have focused mainly on the best known indices to characterize the topological
structure of complex networks, such as distance and averagepathlength, the degree
distribution, the clustering coefficient, assortative mixing and network centralities.
Several of the indices and concepts described in this chapter will play an important
role in the remainder of this book and are discussed in more detail in later chapters.
However, complex network analysis does not stop at the description and numerical
estimation of individual indices characterizing the topological structure. An im-
portant aspect of complex network theory is also the development of paradigmatic
prototype models that elucidate and explain how topological features arise from the
construction rules and design principles of complex network. Of further interest are
also global features of networks that result from the local properties of vertices and
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often relate to the function of a network as a whole. In this respect, we have briefly
discussed concepts of network functionality and organization, such as robustness,
attack tolerance, modularity and hierarchies within complex networks. One of the
most important aspects of complex network analysis, however, is the statistical testing
of network properties. Any interpretation of the functional relevance of topological
structures is only valid as far as it has been properly testedand validated against
appropriate null-models. Not always receiving the attention it deserves, a sound val-
idation of network properties is far from trivial. As demonstrated in this chapter, an
inappropriate choice of null-models will lead to ’significant’ results, even when the
network property in question is actually a simple and straightforward consequence
of the way the network is constructed. In this sense, the great simplification achieved
by the representation of a complex system as a network, concomitantly gives rise to a
large number of potential pitfalls and misinterpretationsin the analysis. One should
always keep in mind that complex biological processes, suchas protein binding or
cellular metabolism, are not actually networks. Rather, they are physical or biological
systems that can be represented as complex networks – makingbiological problems
mathematically tractable, but only at the cost of also omitting some aspects of their
entireness.

3.7 EXERCISES

1. Name several typical characteristics of vertices and describe how they can be
estimated. In particular, give examples for vertex properties that can be esti-
mated using only information about the vertex and its neighbors and properties
that relate to the topology of the network as a whole.

2. Give examples of typical degree distributions. How is thedegree exponent
defined and how can it be estimated from a given empirical network.

3. Why does a negative correlation between vertex degree andclustering coeffi-
cient indicate a hierarchical structure?

4. Are functionally related vertices always connected? If not, what are alternative
approaches to define ’relatedness’ of vertices within a complex network?

5. What are ’small-world’ networks? Is the Erdös-Ŕenyi model a ’small-world’
network?

6. What is the average clustering coefficient of Erdös-Ŕenyi random networks?

7. Outline how the Barab́asi-Albert network model is constructed. What are the
main differences to Erd̈os-Ŕenyi and Watts-Strogatz network models?

8. Outline how an ensemble of random networks can be constructed that preserves
the degree distribution of a given empirical network.
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9. Outline a scheme to randomize a network, such that the three-vertex motif
distribution is preserved.

10. What does the term ’significant’ mean in the context of statistical validation of
network properties?
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27. M. Gustafsson, M. Ḧornquist, and A. Lombardi. Comparison and validation of
community structures in complex networks.Physica A, 367:559–576, 2006.

28. H. Herzel. How to quantify ’small-world networks’?Fractals, 6(4):301–303,
1998.

29. P. Holme, B. J. Kim, C N. Yoon, and S K. Han. Attack vulnerability of complex
networks.Phys. Rev. E, 65:056109, 2002.

30. P. J. Ingram, M. P. H. Stumpf, and J. Stark. Network motifs: structure does not
determine function.BMC Genomics, 7:108, 2006.

31. S. Itzkovitz, R. Milo, N. Kashtan, G. Ziv, and U. Alon. Subgraphs in random
networks.Phys. Rev. E, 68(2):026127, 2003.

32. H. Jeong, S. P. Mason, A.-L. Barabási, and Z. N. Oltvai. Lethality and cen-
trality in protein networks.Nature (Brief Communications), 411:41–42, 2001.
doi:10.1038/3507513.

33. H. Jeong, B. Tombor, R. Albert, Z. N. Oltvai, and A.-L. Barab́asi. The large-scale
organization of metabolic network.Nature, 407:651–654, 2000.

34. N. Kashtan and U. Alon. Spontaneous evolution of modularity and network
motifs. Proc. Natl. Acad. Sci. USA, 102(39):13773–13778, 2005.

35. H. Kitano. Biological robustness.Nat. Rev. Genetics, 5:826–837, 2004.
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